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POSITION DESCRIPTION


Position Title    System Administrator
Division           IT
Classification
6.1
Job Holder      





 
Prepared By: Rhiannon Lewis


         
Date 20/01/20





Staff reporting to position: Nil














1. Position Summary
The Systems Administrator contributes to the efficiency of the Tangentyere Council’s Information Technology (IT) systems and infrastructure to support business and strategy delivery. 
A key requirement of this position is to work collaboratively with the IT team, the broader council and other key stakeholders to achieve required system, software, infrastructure and hardware productivity. The System Administrator will work with the IT team to manage the local area network infrastructure, the server and desktop fleet, Wi-Fi networks, CCTV and all associated software. 
The role also participates in support for the development of new products and services. The Tangentyere Council seeks innovative and new ways of improving the service delivery, security baseline and effectiveness of our technology and processes. Specifically, the role will involve working on and improving the council’s Microsoft 365 journey.   

It is critical that this position provide desktop support across the organisation for a diverse range of systems and programs.

2. Responsibilities

1. Resolve problems and create efficiencies related to network infrastructure, hardware components, operating systems, business software and office productivity applications.
2. Assist the IT team to develop technological solutions to satisfy the strategic and operational needs of the council in consultation with the IT team. 
3. Continuously monitor and maintain system access, server fleet, infrastructure, security and CCTV systems and ensure business continuity through uptime and security.
4. Manage implementation and maintenance of new and existing information systems such as Office 365 and other cloud-based systems.
5. Other duties as required. 


3. Major Accountabilities

	Accountabilities
	Performance Indicators

	1. Resolve problems and create efficiencies related to network infrastructure, hardware components, operating systems, business software and office productivity applications.

· Work with the IT team and council stakeholders to contribute towards application development and infrastructure implementation

· Install new hardware, remove old hardware and retire legacy systems to best practice and council standards

	· Ensure minimal down time or interruption to council staff
· Ensure problems are identified and resolved in a timely manner
· Outcomes achieved compliantly
· Results delivered in a timely manner

· Information is communicated to the IT team appropriately

· Information and outcomes are documented


	2. Assist the IT team to develop solutions to satisfy the strategic and operational needs of the council in consultation with the IT team. 

· Provide solutions for complex IT issues and assist to streamline IT infrastructure, processes and procedures with a specific cloud-based vision

	· Identify IT issues early and brief IT team on solutions
· Engage and contribute to IT planning sessions and team meetings
· Utilisation of cloud technologies is adopted and migration plans outlined and completed

	3. Continuously monitor and maintain system access, server fleet, infrastructure, security and CCTV systems to ensure business continuity. 

· Ensure uptime is kept at a high level
· Maintain and improve the council’s cyber security posture and cyber awareness

· Ensure adequate testing and monitoring of systems

	· Equipment and systems installed with minimal disruption 
· Ensure regular system upgrades occur
· Ensure findings are reported back to the IT Manager in a timely manner
· Cyber or data breaches are reported to the IT Manager within a timely manner and resolutions outlined and documented
· Ensure data backups are successfully completed

	4. Manage the implementation and maintenance of new and existing information systems such as Office 365 and other cloud-based systems.

· Assist with the Microsoft 365 migration including SharePoint and file server migrations, Intranet projects and additional 365 tools

· Streamlining and integrating systems to increase collaboration, integrate data and improve end user experience
· Enhance the council’s security posture through adopting new technologies and processes as well as improving existing ones

	· Ensure integrity of Council records management system
· Assist in migrating the Council CRM system to the cloud
· Ensure integrity of financial system
· Ensure integrity of databases
· Comply with legislative data retention and security policies



3. Relationships
· IT Manager
· IT Officer
· Tangentyere Staff
· External key stakeholders such as contractors
4. Competencies
Tangentyere Core Competencies

· Commitment

· Teamwork

· Communication

· OHS

· Cultural Awareness
5. Qualifications and Selection Criteria
1. Relevant degree in Information Technology  

2. Proven track record in IT project delivery (eg: Office 365 migration)
3. Ability to express complex technical concepts effectively, both verbally and in writing
4. Experience implementing business software solutions such as accounting systems, Office365, CMS’, CRM’s and security systems
5. Use of Mobile Device Management for Apple and Android platforms
6. Manage a large Mobile Phone and tablet fleet

7. Management of Office365, including 3rd party Mail filtering and Mail archiving
8. Microsoft & AWS certification 
9. Experience with AWS Direct connect and Microsoft Azure
10. Active Directory, Windows Sever, Hyper-V and Vmware ESX experience

11. Experience with Veeam, NAS and HPE Backup & Storage systems
12. Strong experience with managing WAN, VPN and Wifi
13. Strong networking experience with Vendors such as HP, Cisco and Foritnet 
14. Management of CCTV Systems

15. Current NT Driver’s Licence, Ochre Card and Satisfactory Police Check.
6. Verification

This section verifies that the position holder and the manager have read the attached position description and are satisfied that it accurately describes the position.
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